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Client Infrastructure

Client Infrastructure is a Front end component. It provides GUI (Graphical User
Interface) to interact with the cloud.

Application
The application may be any software or platform that a client wants to access.
Service

A Cloud Services manages that which type of service you access according to the
client’s requirement
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as cloud platform
services. It is quite s ce Is that PaaS provides
a platform for software creation, ng SaaS, we can access software
over the internet without the need of any platform.eg Windows Azure,
Force.com, Magento Commerce Cloud, OpenShift.

Infrastructure as a Service (laaS) — It is also known as cloud
infrastructure services. It is responsible for managing applications data,
middleware, and runtime environments.eg Amazon Web Services (AWS)
EC2, Google Compute Engine (GCE), Cisco Metapod.

Google Apps,
Platform as a
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Storage

Storage IS on
computing. It provi
cloud to store and manage data.

Infrastructure

It provides services on the host level, application level, and network
level. Cloud infrastructure includes hardware and software
components such as servers, storage, network devices, virtualization
software, and other storage resources that are needed to support the
cloud computing model.

onents of cloud
storage capacity in the
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Security

Security i1s an in-built back end component of cloud computing. It
implements a security mechanism in the back end.

Internet

The Internet is medium through which front end and back end can
interact and communicate with each other.

d other security
Ination between them.
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Cloud computin
storage, databases,
the Internet (“the cloud”
economies of scale.

Benefits of cloud computing

Reduced IT costs. Moving to cloud computing may reduce the cost of
managing and maintaining your IT systems. ...

Scalability. ...
Business continuity. ...
Collaboration efficiency. ...

Flexibility of work practices. .. CLOUD

Access to automatic updates. . | COMPUTING
I /
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Resource pooling.

The provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to consumer
demand. (e.g., country, state, or datacenter)

Rapid elasticity.
Capabilities can be elastically provisioned and released, in some cases

automatically, to scale rapidly outward and inward commensurate with
demand..



of people to
storage.

3.Excellent acces

Cloud allows us to g re information anywhere,
anytime in the whole world, using an internet connection.

4.L_ow maintenance cost

Cloud computing reduces both hardware and software maintenance costs
for organizations.

5.Mobility
Cloud computing allows us to easily access all cloud data via mobile.
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Vendor lock-in
Organizations may face
vendor to another

3.Limited Control

As we know, cloud infrastructure is completely owned, managed, and
monitored by the service provider, so the cloud users have less control over
the function and execution of services within a cloud infrastructure.

4.Security

Although cloud service providers implement the best security standards to
store important information. But, before adopting cloud technology, you
should be aware that you will be sending all your organization's sensitive
Information to a third party

cloud computing.
ring their services from one
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Virtualization is a technique, which allows to share a single physical instance
of a resource or an application among multiple customers and organizations. It
does by assigning a logical name to a physical storage and providing a pointer
to that physical resource when demanded.

Application

Desktop Virtualization
Virtualization

Server Virtualization Network

Virtualization Virtualization

Storage
Virtualization
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Server Virtualizati

This technigue is the mas S. It simulates physical servers
by changing their identity, numbers, processors and operating systems. This
spares the user from continuously managing complex server resources

Data Virtualization

This kind of cloud computing virtualization technique is abstracting the
technical details usually used In data management, such as location,
performance or format, in favor of broader access and more resiliency that are
directly related to business needs.

Desktop Virtualization

As compared to other types of virtualization in cloud computing, this model
enables you to emulate a workstation load, rather than a server. This allows the
user to access the desktop remotely.
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Cloud computing infras rity refers to the entire
Infrastructure of cloud computing which involves a wide set of policies,
applications, technologies. It also includes controls that are used to
protect virtualized IP, services, applications and data.

Network level Security

When looking at the network level of infrastructure security, it is
Important to distinguish between public clouds and private clouds. With
private clouds, there are no new attacks, vulnerabilities, or changes in
risk specific to this topology that information security personnel need to
consider.
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Application or so

element of a security
program. Most enterpri

rity programs have yet to

institute an application security program to address this realm.
* Application-level security threats;
» End user security;
« SaaS application security;
« PaaS application security;
« laaS application security
 Customer-deployed application security
* Public cloud security limitations
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Availability: The main goal of cloud service is also to provide high availability to
the client. Its focus is to ensure that a user can get information anywhere anytime.

Data Loss and Leakage: Data breaches are the result of an intrusive action
and data loss may occur when disk drive dies without creating any backup. It
Is the loss of privacy, trust and has a direct effect on the Service Level
Agreement (SLA) policy, which are the main concerns of cloud users.

Cryptography: Often cryptographic mechanisms seem to fail when a security
measure iIs applied. In a cloud, cryptographic technigues are applied to
overcome the loopholes in security areas.
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K 1S data loss. As
opposed to informat , It 1s erased entirely. This
could either be the result o system failure — this poses an
issue when data Is not backed up, highlighting the importance of securing
cloud services.

Crypto jacking: Crypto jacking is a form of threat that uses resources to mine
crypto currencies (digital currencies or Bitcoin). The threat can control cloud
networks to hack web browsers and compromise endpoints.

Revenue loss: As a direct result of losing clients, businesses may also face
revenue loss. This could also be the result of the attack itself — paying
compensation to those affected by the leak or loss of their sensitive
information, the resources and technology used to fix the problem and
updating the security platform
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TYPES OF CLOLIJD COMPUTING

PUBLIC
Scalable

Reliable
Inexpensive

Location
Independent

PRIVATE
«’ Scalable

«’ Secure
«" Flexible

«" Greater control

HYBRID
«” Scalable

«" Secure
«" Flexible

« Cost effective
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Public cloud se le, Microsoft, IBM,
Oracle, and others. undreds or thousands of
people. Google Cloud Platform public cloud infrastructure is a part of
Google cloud storage public services. Gmail, Google Drive

are examples of public cloud services.

Hybrid cloud solutions combine public cloud hosting from an laaS
(infrastructure-as-a-service) provider—like Amazon Web Services (AWS),
Microsoft Azure, or Google Cloud Platform (GCP)—with an internal
private cloud.






software
AWS Elastic
App Engine.

SaaS (Software as a Servic roviders offer fully functional web-
based application softwares tailored to a variety of business needs such as
project tracking, web conferencing, marketing automation or business

analytics.eg Google Apps, Microsoft Office 365, Gmail, Yahoo and
Facebook.
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Explain the Worm & Virtual
Machine

Hypervisor:-A hypervisor IS computer software or hardware that enables you
to host multiple virtual machines. Each virtual machine is able to run its own
programs. A hypervisor allows you to access several virtual machines that are
all working optimally on a single piece of computer hardware.

i—"

Hardware Hypervisor




Explain the
Machine

Virtual Machine:- Virtual machines run on a physical machine and
access computing resources from software called a hypervisor. The hypervisor
abstracts the physical machine's resources Into a pool that can be provisioned
and distributed as needed, enabling multiple VMs to run on a single
physical machine.

Hypervisor

Host OS or Bootstrap

Hardware
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Cloud networkin
and it is infrastruct
redundancy.

A cloud network is an IT Infrastructure wherein some or all organization’s
network resources and capabilities are hosted. These can be public, private
or hybrid platform.

Organizations can use on-premises cloud networking resources for building
a private network. They can even use the public network on cloud-based
networking resources..

Ing the organization
se and other plans like



Thank You




